Abstract The veracity of a message from a sensor node must be verified in order to avoid a false reaction by the sink. This verification requires the authentication of the source node. The authentication process must also preserve the privacy such that the node and the sensed object are not endangered. In this work, a ring signature was proposed to authenticate the source node while preserving its spatial privacy. However, other nodes as signers and their numbers must be chosen to preclude the possibility of a traffic analysis attack by an adversary. The spatial uncertainty increases with the number of signers but requires larger memory size and communication overhead. This requirement can breach the privacy of the sensed object. To determine the effectiveness of the proposed scheme, the location estimate of a sensor node by an adversary and enhancement in the location uncertainty with a ring signature was evaluated. Using simulation studies, the ring signature was estimated to require approximately four members from the same neighbor region of the source node to sustain the privacy of the node. Furthermore, the ring signature was also determined to have a small overhead and not to adversely affect the performance of the sensor network. 
Introduction
18 Q4 Nodes in a wireless sensor network (WSN) observe their 19 environment and send their observations to the sink 20 (Mahmoud and Xuemin, 2012) . The sensor data are character- propagated through the network to the sink in an event-driven 26 network, message authentication is imperative both in terms of 27 data origin and content. Authentication (Daojing et al., 2011) 28 helps to verify whether the source information has been tam-29 pered with or if a node has masqueraded as the source node 30 and sent its own version of the message. Adversaries in the net-31 work can monitor the broadcast (Yang et al., 2011) The location can refer to the node location or data origin loca-127 tion. If an adversary can detect the location of a sink or the 128 area, where an event has occurred, it can breach the privacy 129 of information. It may also track (Kamat et al., 2007) or com-130 promise a sensitive critical target.
131
The problem of privacy preservation (Alfantookh, 2006 (Sabto and Al Mutib, 2013) have been studied 141 in the literature. Random walk (Lu et al., 2013) has been used 142 in Phantom routing (Li et al., 2012) , and randomized routing 143 (Al-Muhtadi, 2007) has been used along with flooding to hide 144 the location of the source. Fake message injection (Li and Ren, 145 2009) and path perturbation algorithms (Rabai et al., 2013) 
NÀk .
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In WSN, an event of interest may be observed by more than at least one node is present in (Z), which is shown in Fig. 1 . 255 The probability that (k) more nodes are present (where k is 256 determined by the level of desired anonymity) can be deter-257 mined using Bayes' theorem as follows. 
Proposed scheme

300
A WSN is a self-organizing ad hoc network in which sensor 301 nodes communicate over the shared medium via broadcast.
302
A node can receive the public keys of its neighbors and employ 303 a self-organizing privacy scheme by using a ring signature 304 (Tscha, 2009 work will be interested in zones that contain more traffic flow.
410
The nodes near the sink will have more traffic. As mentioned 411 earlier, each node in the network will be part of some ring.
412
Thus, more nodes belong to more than one anonymity set will 413 be near the sink. (Table 1) Q5 . 466 We note that, the throughput is maximized when the la- Xi et al. (2006) and Rios and Lopez (2011) .
Q6
